CSC

CREATIVE SECURITY COMPANY

Forensic Investigations Services

The following is a brief overview of the capabilities and service offerings available
by our forensic investigator Tom Scocca. This unique service allows Creative
Security Company, Inc. to assist clients in protecting and securing their valuable
intellectual property assets, thus providing greater shareholder value and
ensuring the integrity of critical corporate assets.

Personnel:

Tom Scocca

e California Licensed Private Investigator — Lic. No. Pl 18574

¢ B.S. Information Systems Management

e M.S. Engineering Management w/emphasis in Computer Science

¢ Windows/Unix/Oracle systems administration, security projects leader
(Cisco Systems, Inc.) 3 yrs.

e CompTIA A+ Certification

e Member HTCIA, Silicon Valley Chapter

e Member IEEE — Engineering Management Chapter
Tom Scocca is a qualified expert in computer forensics under
California Evidence Code 720:

720. (a) A person is qualified to testify as an expert if he has
special knowledge, skill, experience, training, or education sufficient
to qualify him as an expert on the subject to which his testimony
relates.

Services:

1. Acquisition, storage, analysis and reporting of digital information in a
forensic manner acceptable in civil and criminal court. This includes
using the same methodologies and forensic tools as those used by
federal, state and local law enforcement agencies.

Quialified forensic imaging of hard drives

Finding deleted files

Examining Internet history, favorites, cookies, email
Indexing and examining email archives

Examining external drives connected client computers
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e Memory dumps of active computers

e Searches of acquired images for sensitive information

e On-site acquisition of computer data at overseas and US sites (may
necessitate travel to remote sites)

e Other computer related data acquisition services

Retrieval of cell phone and landline records.

Retrieval of Internet usage (porn/IP cases).

Keystroke logging on target computer.

Covert camera placement.

Direct liaison with local law enforcement for criminal cases.
Review of surveillance video tapes.

Bug sweeps (passive and active bug detection).

Affidavit preparation in support of legal filings.

. Expert consultation to business groups on Information Technology,

Information Assurance and Security best practices.

. Information Security audit and IT system review capability.
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Executive protection.

General investigation services, including background investigations.
Technical assistance to corporate legal departments on all aspects of
computer and network infrastructure

Wireless network security validation and penetration testing.



